EX PARTE OR LATE FILED

CARTER, LEDYARD 8 MILBURN
COUNSELLORS AT LAW
1350 I STREET, N.W.
SUITE 870

2 WALL STREET WASHINGTON, D. C. 20005 114 WEST 47TH STREET
NEW YORK, N. Y. 10005 NEW YORK, N. Y, 10036
(212) 732-3200 (212) 944-7711

ron woe e SOCKET FILE 0OPY ORIGINAL

October 12, 1995

RECEIVER
.00'1“2~Hp5

Mr. William F. Caton, Secretary f

Federal Communications Commission C’JERALcouMM,”u* COMMISS
1919 M Street, N.W. OFFICEF i a0
Washington, D.C. 20554

BY HAND

Re: Petition for Reconsideration in
CC Docket No. 92-115 -- Ex Parte Presgsentation

Dear Mr. Caton:

This is to provide notice, pursuant to Section
1.1206 of the Commission’s Rules, that the undersigned,
as counsel for C-Two Plus Technology, Inc. ("C2+"), met yes-
terday with Daniel B. Phythyon, Senior Legal Advisor to the
Chief of the Wireless Telecommunications Bureau, and Jane
Hinckley Halprin, Legal Advisor to the Bureau'’s Commercial
Wireless Division.

The matters discussed were those contained in C2+’s
Petition for Reconsideration, other submissions in the record,
and the attached documents. An original and two copies of
this notice and the attachments are being submitted.

If you have any questions regarding this matter,
please contact me.

VE’x_truly yours,

{;/Z*» i j A*’ -
Tlmoth J Fit bon

Counsel for
C-Two Plus Technology

TJF:kdd

Enclosures

cc: Daniel B. Phythyon, Esquire (w/encl.) .
Jane Hinckley Halprin, Esquire (w/encl.) (}¢~Z//
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AQ 97 (Nev. 12/85] Jummons in g Crivninal Case

Hnited Btates Bistrict Court

- EASTERN DISTRICT OF KENTUCKY
LEXINGTON
UNITED STATES OF AMERICA SUMMONS IN A CRIMINAL CASE
V.
DON YATES CASE NUMBER: 95-5108M

923 Jairus Road
Lexington. KY 40505 »

(MMeme end Aaaroas OY Oafengent)

YOU ARE HEREBY SUMMONED to appear before the United States District Court at the place, date and
tims aet forth below.

Ploca United Scates Courthouse Raom
101 Barr Street Courtroom C
Lexington, KY Fourth Floor
@ and Time
September 29, 1995
Belore: Magistrata Judge Jamesg 8. Todd 9:00 a.m.

To answer a{n)
O indictment O intormation & Complaint O Violstion Natice O Probation Violation Petition

Charging you with a violation of Titte __18 _ United States Code, Section(s) __1029

Brief description of offense: posmession and rrafficking in device making equipwenc
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of tsauing Officer

James B. Todd, U.S. Magistrate Judge
Neme ano Titie ot 1ssuing Officer
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AQ 91 (Bev. 5/83) Criminal Comelsint e
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Hnited BStates Bistrict Qpurt — -
——e Eascern DISTRICT OF ___ Kencucky A '
Lexington JAMES 8. TODD
U.8. MAGISTRATE JUDGE |

UNITED STATES OF AMERICA

v CRIMINAL COMPLAINT

Don Yates

923 Jairus Road
Lexingron, Kentucky 40585 CASE NUMBER: 45’ 5/0({777

Narn ara ASSress o Detendeni)

1, the undersigned complainant being duly swom state the following I3 rue and correct to the best of my

knowledge and belief. On or about 9/18/95 In _Fayette county, in the

Eastern Oistrict of __Kentucky defendant(s) did, e siwwers Lanausee ot Olfantes

d1d knowingly eud with inctent to defraud, produce, use and ctraffic in one or more
counterfeit accesqa devices; knowingly and with intent to defraud, produce, traffic in,
had control and custody of, and poasessed device-making egquipment; and knowingly

and with intent to defraud had custody, control and possession of hardwara used for
altering and modifying telecommunications instruments to obtain unauthorized access
to telecommunications services; all affecting interstate and foreign commerce.

inviolationot Title 8 United States Code. Section(s) _192% (2) (1), (a)(4), (=)(6)(B)
1 fyrther state that | am a{n) __Special Agent - USSS and that this complaint is based on the following

! tacts: (See Attached Affidavit of SA James W. Cobb)

Continued on the attached shest and made a part hereof:  [X) Yes O No

~

“--\" ‘/gw W
Signature ot Compisinant j,..y W, Cob
U.S. Secreat Service

Swaorn 10 befors me and subscribed in my presence,

é M,_A,L =i /ﬁ)r at _Lexington, Kentucky
Datd v 7 “Siel,

Name & Title of Judicial Otficer Slgnatury’of Judicial Gificer
Jamgs B. Todd

U.S. Magiscrare Judge
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UNITED STATES DISTRICT COURT

——

EASTERN DISTRICT OF KENTUCKY " JAMES 8. TODD

LEXINGTON

U.3. MAGISTRATE JUDGE

) MAGISTRATE'S DOCKET NO.
) CASE NO. 9§ S/0f8 )
)
)

AFFIDAVIT POR COMPLAINT

UNITED STATES OF AMERICA
v.

DON YATES

James W. Cobb, being first duly sworn upon his oath,
deposes and 83ys:

1. That he is a Special Agent of the United States Secret
Service and has been so employad since December 12th, 1983,
and that he has been agsignaed to and participated in the
investigation of cases involving violations of federal law
prohibiting the unauthorized use of access devices in
viclation of Ticle 18, United States Code, Section 102S.

2. That oa or about August 215th, 199S, your complainant
interviewed Special Agent Tom Tamburello, U.S. Secret
Service, Philadelphia Field Office, who gtated that on
4/13/95 he, along with other agents of the Secrer Service,
executed a federal seaxch warrant on J.E.M. Marketing located
at 13 Lynford RA., Che Hill, New Jersey. This busineas wag
cperated by Irv, Gary and Jody Bpstein and was in the
buginess of wmanufacturing ¢ cat "black boxes" used to
illegally reproduce the telephone numbers and electronic
serial numbers of cellular telephones.

3. That on that same day, Special Agent Tamburallo advised
that purguant to the execution of the afcrementioned federal
search warrxant, a list of purchasers of concat black boxes
was located in the aforemencioned gugspaect location. This list
identified a Don Yates, Lexington, Kentucky as one of several
purchasers of the illegal "black boxes* manufactured by JEM
Marketing.

4. That on August 16th, 1995, your complainant interviewed
Dan Ambrosini, Cellular One, 124 Keeneland Dr., Richmond, Ky.
Ambrosini had previously telephconed the U.S. Secret Service
in Lexington, Ky. to comYlain about a Don Yates who was using
an illegally cbtained “black bax" to reproduce the telephone
numbera and electronic serial numberxs of previously issued
telephones. Ambrosinl stated that Yates has started a
business wherein he charges customers one hundred and fifty
dollars ($S150) to duplicate ("clone”) the telephone numbers
and electronic serial numbers, belonging to their original
cellular telephones, into additional telephones cnereb¥
avoiding the activation fees and monthly serxrvice fees for
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! each additionally cloned phone. These monthly service fees
' include a one time activation fee of $35 per each additional
cellular telephone, along with monthly service fee3 ranging
betwegn $25 and $150. rosini advised that the actual loss
in dollars to the cellular telephone industry is unknown to
date due ro their inability to differentiate betweaen calls
made on the originally purchased telephone and any phone
"cloned"” by Don Yates. Ambrosini added that the telephone
numbers and electronic¢ serial numbers that are issued CO
their customers are the property of the cellular carrxier, not
the cugtomer themselves, and that these numbers are uged to
facilitate calling and tracking for billing purgoses.
Ambrosini advised that customers using a cellular
telephone with a telephone number and an elactronic serial
number can obtain telephone service throughout the United
States.

5. That on Septewber 13th, 1995 SA James Burch, Uniced
Statas Secret Service, telephoned Don Yates at 606-272-1440.
SA Burch, acting in an undercover capacity, questioned
suspect Yates about the procedures involved with obtaining a
*"cloned " phone and also inquired about the costs involved.
SA Burch told me that Yates stated he could duplicate the
telephone number of his (Burch's) cellular telephone onto
additional cellular telephonesg wherein the cellular syerem
would only "see" the original phone as being used. Yates
stated that the only fee would be a one time programming fee
to him. Yactes stated that although he (Burch) would have to
pay the carrier for the additional air time generated by the
second phone, he would not have to pay for any extra
additional charges on a monthly basis for having additional
cellular telephones. Yates told Burch he operates his
buginess out of a van and would meet him when Burch was ready
to "clone" cellular telephones.

6. That on September 18th, 1995 Cellular One Communications,
Richmond, . provided two cellular telephones to the U.S.
Secrat Service for use in an undercover transaction with Mr.
Yates. In a signed sworn affidavit, Cellular One Technician
John Herbst stated that the firsc phone, a Motorola "M®
series telephone, machanical seri number PO9LFDB438AC, was
programed with electronic serial number §262DD8D and
telephone number 606-544-5592. Herbst further stated that
the second telephone. a Motorola "DCP 550" series cellular
telephone, mechanical gerial numbar FOIHLDS841SBG, was
programed with electronic serial number C34815C8 and contains
no telephone number (Mobile Identification Number) .
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7. That later on Saptember 18th, 1995 an undercover meeting

was arranged between SA James Burch and suspecr Don Yates.
SA Burch told me that during this meeting, Don Yates

took both of the aforamentioned cellular telephones from him,

recorded the telephone number (from the previcusly

pProgramed "M" geries telephone), by turning on the telephone,
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and the electronic serial number, which ig listed on the rear
of that same telephone, and then transferred those numbers to
the previously blank telephone by connecting this second
telephone, via a patch coxrd, to a black box located in his
briefcase. Yates then keyed in the unauthorized telephone
number and electronic serial number by using a kay pad on the
front of the copycat "black box”. Yates then tested the
“cloned ™ telephone to engure its operation. Upon completion
of this procesa, Burch asked Yates how much he owed him for
this service and Yates replied $150. Burch then provided this
amount in cash.

8. That on 9/21/95 the aforementioned cellular telephones,
previously programed and provided by Callular One Technician
John Herbst, and pubs ently "cloned" by Don Yates, were
again analyzed Mr. Herbst at Cellular One Communications,
Richmond, Ky. Following his examinatcion of the subject second
cellular telephone, the Motorola "DCP 550", Herbst stated
that this telephone, which previously contained no telephone
number and had an E.S.N. of C34815C8, now contained telephone
number 606-544-5592 and an E.S.N. of 8262DD8D. These two
numbers were previously programed into the Motorola "M*
series telephone with wag provided to Don Yates by SA James
Burch as his legitimately purchased cellulaxr telephone.

FOURTHER COMPLAINANT SAYETH NOT.

7

mes Cobb
2~ Special Agent
. United States Secret Service

SUBSCRIBED AND SWORN to before me th1342/57day of .,19f9//

< ¢ Jorr—

ited States Magistrate
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Cellular phone
tampering alleged

SCOTT CARLSON STAFE WRITER

One of Minnesota's biggest providers of mobile phone servic-
es, AT&T Wireless Services, is sning a Wayzata busiess for
alleged cellular phone tampering.

The Minoeapolis office of AT&T Wireless, a divislop of Amer-
ican Telephone and Telegraph C¢., is seeking a permanent
mj]uncuon to prevent Cell Phone Pxtensions from allegedly
“cloning” the electrome serial n of cellnlar phopes.

Cell Phowe’ Extension's suf] owner or operatar, Dave
Wesley of Minnetonka, could not be reacbed for comment
Friday. A recording at Cell Phone Extensions said the compa-
ny's voice mall box was “[ull.”

According to the AT&T Wireless lawsuit, every cellular tele-
phone is made with a ualque electronic serial pumber. When a
cell phoue call is placed or received, the cellular phone traos-
mits jts ESN, allowing the cellular service provider to identily
the subscriber and track the call for billing pu -

“It ia posgible, albeit unlawiul; to alter or ‘clone’ a cellular
phooe’s ESN to ‘emulate’ the FSP(.of a different phone,” the sult
notes. “Cloning cellular phones to emulate the ESNs of legiti-
mate phooes belonging to unsuspecting cellnlar subscribers
allows criminals to steal millions of do}lars’ worth of cellular
seryices each year.”

Hugh Plunkett I, an attorney for AT&T Wireless, sald
legitimate cellular customers can receive bills for thousands of
dollars of cellular services if someose has “clomed” their
gglone's electronic serial number. “J know an attorney who got a

for $15,000 ob a one-month petiod of time,” he said.

But the teI?ShOne companles geperally absorb the loss if.

legitimate cell
Plunkett sald.
Meanwhlile, the lawsuit states, “Cloning is also used to create

ar phone vsers say they have been overcharged,

unauthorized and illegal ‘extension’ phones for otherwise legiti- -

mate cellular subscribers by altering one or more more phones
to emulate the ESN of ¢he customer’s authorized phone.”

When that bappens, telephote companies are cheated of ser-
vice charges they normally collect on additional phones, Plun-
kett said.

ATLT Wireless recen‘t‘lrv won a temporary injunction in U.S.
District Court In §t. Paul authorizing the U.S. marshal's office
to seize Cell Phone's basiness records. But the plaintiffs haven't
located Wesley ta serve him with the lawsuit, so a US. marshal
has yet to conducl the search and seirure, Plunkett said.

Roseanna de Maris, AT&T Wireless corporate vice president
of revenve security, sald that illegal cellllar cloning is a
nationwide problem that last year cost US. telephone compa-
nies an estimated $485 miliion In lost revenue.

But backed by strong federal laws that make cellular cloning
a crime, the industry hac beea going 1o court to sue violators for
the fraud, de Mariza said. Phone companies have filed lawsuits
in several other cities, including New York, Houston and St.
Louis, she said,




